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Q18. You have several computers that run Windows 10. The computers are in a workgroup.

Y ou need to prevent users from using Microsoft Store apps on their computer.

What are two possible ways to achieve the goal ? Each correct answer presents part of the solution.
NOTE: Each correct selection isworth one point.

* From Security Settingsin the local Group Policy, configure Security Options.

* From Administrative Templatesin the local Group Policy, configure the Store settings.

* From Security Settingsin the local Group Policy, configure Software Restriction Policies.

* From Security Settingsin the local Group Policy, configure Application Control Policies.

References:

https://www.techrepublic.com/arti cle/how-to-manage-your-organizations-microsoft-store-group-policy/
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Q19. You have a computer named Computerl that runs Windows 10. Computer1 contains a folder named Data on drive C.

The Advanced Security Settings for the Data folder are shown in the exhibit. (Click the Exhibit tab.)

MName: CAData

Owner: Administrators(COMPUTERT\Administrators)  Change m
Permizsions Share Auditing Effective Access GO
For sddtional information, double-click » permission entry. To \ dveﬁ md chck Edit (ff svailable).

Permion entres:

Type  Principel Inherted from Applies to
m control None This foldes, subfolders and files
Full control MNone This folder, subfolders and files
Fead & evecute None Thas folder, subloiden and files

Add Feme.e Wrew

[ Replace all child object permission entres with inheritable permission entries from this object

o] | e |

Y ou share C:Data as shown in the following table.

Group or user .. Share permission
Administrators " Change
Users P Read
Userl Change

Userl isamember of the Users group.

Administrators are assigned Full control NTFS permissions to C:Data.

For each of the following statements, select Yesif the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
Userl can read and write files when connected t{:co\‘@ O
\WComputerl'Data. a‘m

{alundl@jt

Userl can read a{]%“@_“ﬁ in C:\Data locally. O O
Administrators can change the NTFS permissions O O
of files and folders when connected to
\\Computerl'Data.
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Statements Yes No
Pserl can IEf!d and write files when connect?ri;{o(.,{}ﬂ@ O
“WComputerl'Data. ) ﬁ@'}iﬁ- {1-
= X ‘\jr{"ﬁt i
Userl can read @%ﬁﬁﬁ%lbﬁ' in C:'\Data locally. O O
pre!

Administrators can change the NTFS permissions O
of files and folders when connected to
\WComputerl'Data.

Q20. Note: Thisquestion is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
acorrect solution.

After you answer a question in this section, you will NOT be able to return to it. As aresult, these questions will not appear in the
review screen.

Y ou have aworkgroup computer that runs Windows 10. The computer contains the local user accounts shown in the following table.

Name Member of
Administrator AdmisiSirators
Userl e[ Administrators
User2 Users
User3 Users

Y ou need to configure the desktop background for Userl and User2 only.

Solution: Y ou create two new local Group Policy Objects (GPOs) and apply one GPO to Userl and the other GPO to User2. You
configure the Desktop Wallpaper setting in each GPO.

Does this meet the goal ?
* Yes

* No

Reference:

https://www.windowscentral .com/how-apply-local -group-poli cy-settings-specific-users-windows-10

Q21. Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take afew minutes,
and the wait time will not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasksin alive
environment. While most functionality will be available to you as it would be in alive environment, some functionality (e.g., copy

and paste, ability to navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn& #8217;t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task.
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L abs are not timed separately, and this exam may more than one lab that you must complete. Y ou can use as much time as you
would like to complete each lab. But, you should manage your time appropriately to ensure that you are able to complete the lab(s)
and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within alab, you will NOT be able to return to the lab.

Username and password

.\
(e %@OSO\Administrator
R -

1%

Use the following login credentials as needed:

To enter your password, place your cursor in the Enter password box and click on the password below.
Username: Contoso/Administrator

Password: PasswOrd!

The following information is for technical support purposes only:

Lab Instance: 11145882
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B Doshboard WELCOME TO SERVER MANAGER

# Local Server

OConﬁgure this local server

s All Servers |
& AD DS | QUICK START 2 Add roles and features
&= DNS 3 Add other servers to manage

4 Create a server group

#i File and Storage Services b
WHAT'S NEW 5

Connect this server to cloud services

Hide

ROLES AND SERVER GROUPS
Roles: 3 | Servergroups:1 | Servers total: 1

igi AD Ds 1 &= DNs
(1) Manageability %a‘“ ‘ [
e P\ L S

ance Performance

p(em\um

“ File and Storage 1 N .

ity @ Local Server 1
(1) Manageability () Manageability

Events Events

Services Services

Performance Performance

BPA results BPA results

1/23/2020 2:30 PM

m= All Servers 1

L': | Manageability
Events

Services
Performance

BPA results

1/23/2020 9:30 PM
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o]
Client1 m C

ez

lient2

:\'\'\Um '\,c

Client3

DC1

Users who attempt to sign in to the domain from Client3 report that the sign-insfail.
Y ou need to resolve the issue.

To complete thistask, sign in to the required computer or computers.
Use alocal administrator account to log on to the computer.

Select Start, press and hold (or right-click) Computer > Properties.

Select Change settings next to the computer name.

On the Computer Name tab, select Change.

Under the Member of heading, select Workgroup, type aworkgroup name, and then select OK.
When you are prompted to restart the computer, select OK.

On the Computer Name tab, select Change again.

Under the Member of heading, select Domain, and then type the domain name.

Select OK, and then type the credentials of the user who has permissions in the domain.

When you are prompted to restart the computer, select OK.
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Restart the computer.
Reference:
https://support.microsoft.com/en-us/hel p/2771040/the-trust-rel ati onshi p-between-thi s-workstati on-and-the-primary-domain

Q22. You have aworkgroup computer named Computerl that runs Windows 10. Computerl has the users accounts shown in the
following table:

Name Member of i

Userl i Adiilinistrators

User2 P | Users, Adminastrators
User3 Users

Computerl has the local Group Policy shown in the following table.

Setting Value
Startup script _ Jalic I SHiptAL
Shutdown é@ﬁ‘-ﬁn ' ScriptA2
Logon script SecriptA3
Logoff script ScriptA4

Y ou create the Local ComputerAdministrators policy shown in the following table.

Setting Value
Logon script SeriptB1
Logoff script ScriptB2

Y ou create the Local ComputerNon-Administrators policy shown in the following table.

Setting Value
Logon script SeriptCl
Logoff script ScriptC2

For each of the following statements, select Yesif the statement istrue. Otherwise, select No.
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If User1 shuts down Computer1, script ScrlptAZ

If User2 signs in to Co
ScriptC1 will run.

Statements

Jexam.

ScrlptA3, ScriptB1, and

If User3 signs out of Computerl, scripts ScriptC2 and ScriptA4
will run.

If User1 shuts down Computerl, script ScrlptAZ

If User2 signs in to Co
ScriptC1 will run.

If User3 signs out of Computer1, scripts ScriptC2 and ScriptA4

will run,

Reference:

https://docs.mi crosoft.com/en-us/previous-versions/windows/it-pro/windows-vista/cc766291(v=ws.10)
Q23. You have a computer that runs Windows 8.1.
When you attempt to perform an in-place upgrade to Windows 10, the computer fails to start after the first restart.

Y ou need to view the setup logs on the computer.

Statements

wﬂ\&}g\

Which folder contains the logs?
* $Windows.~BT SourcesPanther

* WindowsL ogs
* WindowsTemp
* $Windows.~BTInf

Explanation

References:

https://docs.microsoft.com/en-us/windows-hardware/manuf acture/desktop/windows-setup-log-files-and-eventlog

Aagtan. O

s ScriptA3, ScriptB1, and

com

Yes

Yes

O

No

O

No

O

Q24. Y ou have a computer named Computer1 that runs Windows 10. Computerl isin aworkgroup.

Computerl contains the local users shown in the following table.

Name Member of
Administrator Administrators, Users
User1 Users
User2 Users
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Computerl contains the folders shown in the following table.

Name Path
Folder1 D-\Folder1
Folder2 D\Folder2
Folderd E:\Folder3

The Users group has Full control permissionsto Folderl, Folder2, and Folder3.
Userl encrypts two files named Filel.docx and File2.docx in Folderl by using EFS.
Which users can move each file? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Users who can move File1.docx to Folder2: v

UseidorGO ¥
\,a\\d%ﬁaq and Administrator only
um.- U
erm

ser1, User2, and Administrator

Users who can move?i‘eZdocx to Folder3: v

User1 only
User1 and Administrator only
User1, User2, and Administrator

Users who can move File1.docx to Folder2: < 4
UsertrorO" '
ALt _gﬂignd_ﬁngmi nistrator only _
m’\uﬁ\ N User1, User2, and Administrator,
e
Users who can move?ﬁezdocx to Folder3: v

'User1, User2, and Administrator’

Explanation
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Users who can move File1.docx to Folder2: v
User Qﬁ@fﬂ
\'\(ﬁﬁ yi and Administrator only
.y N @' [Usert, User2, and Administrator
o
Users who can move ﬁfe .docx to Folder3: v

User1 only
User1 and Administrator only
User1, User2, and Administrator

EFS works by encrypting afile with abulk symmetric key. The symmetric key that is used to encrypt the file is then encrypted with
apublic key that is associated with the user who encrypted the file. Because the encryption & decryption operations are performed at
alayer below NTFS, it is transparent to the user and all their applications.

Box 1: Userl, User2, and Administrator

Box 2: Userl, User2, and Administrator

All three are members of the Users group that has Full control permissions to Folderl, Folder2, and Folder3.

Q25. Your network contains an Active Directory domain. The domain contains the users shown in the following table.

Name Member of
Userl Groupl

User? Groupl, Group2
User3 Group?

The domain contains a computer named Computerl that runs Windows 10. Computerl contains a folder named Folderl that has the
following permissions:

* User2: Deny Write

* Groupl: Allow Read

* Group2: Allow Modify

Folderl is shared as Sharel$. Sharel$ has the following configurations:

* Everyone: Allow Full control

* Access-based enumeration: Enabled

For each of the following statements, select Yesif the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Statements Yes No
m.co™
User1 can list files in \\Computer1\Share1$. \Ja{\d@’\ O O
- m_
m\\l
User2 can list files in \\ComputerﬂSha@ﬁ? o O
If User3 connects to \\Computer1 from File Explorer, Share1$ will be visible. O O
Statements Yes No
m.co™
User1 can list files in \\Computer1\Share1$. \Ja{\de“ﬂﬂ O O
. m'
m\\l
User2 can list files in \\ComputerﬂSha@i? O O
If User3 connects to \WComputer1 from File Explorer, Share1$ will be visible. O O

Explanation:

References:

https://www.varonis.com/blog/ntfs-permissions-vs-share/

http://ww.ntfs.com/ntfs-permissions-file-advanced.htm

https://docs.microsoft.com/en-us/windows-server/storage/df s-namespaces/enabl e-access-based-enumerati on-on-a-namespace
Q26. You are a network administrator at your company.

A user attempts to start a computer and receives the following error message: & #8220;Bootmgr is missing.&#8221; Y ou need to
resolve the issue.

Y ou start the computer in the recovery mode.
Which command should you run next? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

¥ | o™ b4
Bootrec . ya®/FixMbr
Diskpapt=™" /RebuildBed
sfc /ScanNow
/offbootdir
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' o :\.'-Cﬁ" 7
Bootrec AR xMbr
Diskpayt™" [RebuildBed |
Sfc TScanNow
/offbootdir
References:

https://neosmart.net/wiki/bootmgr-is-missing/

Q27. You have four computers that run Windows 10. The computers are configured as shown in the following table.

Name Member of
Computerl Workgroup !r%@mﬂaﬁ‘ i
Computer2 V{gskﬁi"ﬁﬁ}ivnamed WGl
Computer3 Workgroup named WG2
Computer4 Active Directory domain named contoso.com

On Computerl, you create a user named Userl. In the domain, you create a user named User2.

Y ou create the groups shown in the following table.

Name Created on/in
Group3 Computer3 vaid®™™
Group4 Corﬁbﬂdierfl
Group5 Contoso.com

Y ou need to identify to which computers Userl can sign in, and to which groups you can add User?2.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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User1 can sign in to: v

Computerl only m
Computerl and Co IC;O

Compute? and Computer3 only
fo

mputer2, and Computer4 only
(em Computerl Computer2, Computer3, and Computer4

You can add User2 to: v

Group5 only
Group4 and Group5 only
Group3, Group4, and Group5

Userl can sign in to: v
Computerl only
Computerl and Co IGU‘ o
Compute and Computer3 only
é omputer2, and Computer4 only

(em\‘ Computerl Computer2, Computer3, and Computer4

You can add User2 to: v

Group5 only

Group4 and Group5 only
Group3, Group4, and Group5

Q28. Note: Thisquestion is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
acorrect solution.

After you answer a question in this section, you will NOT be able to return to it. Asaresult, these questions will not appear in the
review screen.

Y ou have a computer named Computer1 that runs Windows 10.
Y ou test Windows updates on Computerl before you make the updates available to other users at your company.
You instal aquality update that conflicts with a customer device driver.

Y ou need to remove the update from Computerl.
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Solution: From System Restore, you revert the system state to arestore point that was created before the update was installed.
Does this meet the goal ?

* Yes

* No

Explanation/Reference:

References:

https://support.microsoft.com/en-us/hel p/934307/descri pti on-of -the-windows-update-standal one-instal l er- in-windows

Q29. Y ou need to meet the technical requirement for Computerl.

What should you do? To answer, select the appropriate options in the answer area.

User who should configure assigned access: | v
Usert _ o[\

- denas

. m \l‘ a\\ User11

User12

gonﬁgure assigned access for: v
User4

Users

User12

User13

User who should configure assigned access: | v
User! _ .o\
a\\de er3

User11

. \
( eﬂ'\'\um ' User12

onfigure assigned access for: v
User4
Userd

User12
User13

Q30. Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes,
and the wait time will not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasksin alive

environment. While most functionality will be available to you as it would be in alive environment, some functionality (e.g., copy
and paste, ability to navigate to external websites) will not be possible by design.
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Scoring is based on the outcome of performing the tasks stated in the Iab. In other words, it doesn& #8217;t matter how you
accomplish the task, if you successfully performit, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. Y ou can use as much time as you
would like to complete each lab. But, you should manage your time appropriately to ensure that you are able to complete the lab(s)
and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within alab, you will NOT be able to return to the lab.

Username and password

MmN

pfem INTOSO\Administratol
TR -

Use the following login credentials as needed:

To enter your password, place your cursor in the Enter password box and click on the password below.

Username: Contoso/Administrator

Password: PasswOrd!

The following information is for technical support purposes only:
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Lab Instance: 11145882

e N

# Local Server

OCOanure this local server

& All Servers
§ ADDS QUICK START 2 Add roles and features
2 DNS 3 Add other servers to manage
: ; 4 Create a server group
i File and Storage Services & |
WHAT'S NEW. 5 Connect this server to cloud services
Hide
ROLES AND SERVER GROUPS

Roles:3 | Servergroups: 1 | Servers total 1

i ADDs 1 & DNS —G‘OW

(1) Manageability (D m .
Events \\dem
um i lrrnance Performance
( eml\ BPA results BPA results

L3 E‘I_,I:i::d C § Local Server 1

i“_"} Manageability . Manageability
Events Events
Services | Services
Performance Performance
BPA results BPA results
1/23/20209:30 PM |

B= All Servers

2) L]
i ¥
-

1) Manageability
Events

Services
Performance
BPA results

1/23 /2020 2:30 PM
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i
Client1 m C

A\\e\Za

lient2

:\'\'\Um '\IC

Client3

DC1

Y ou need to ensure that the File History of ContosoAdministrator on Clientl is backed up automatically to
DC1Backups.

To complete thistask, sign in to the required computer or computers.
See explanation below.

Explanation

How to set up and enable File History

1. On Clientl, go to Start > Settings > Update & Security.

2. Select Backup and click &#8220;Add adrive.&#8221;

3. Select the drive or network location (\DC1Backups) you want to use for File History& #8217;s backups.

Now click &#8220;More options.&#8221; Here you can start a backup, change when your files are backed up, select how long to
keep backed up files, add or exclude afolder, or switch File History to adifferent drive.
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@ Home Backu p

com

:
i a setting m@ EIS tory
a& files to another drive and restore them if
m \, he originals are lost, damaged, or deleted.

u
o @L [}P\ 4 Addadrve

More oplions

@ Windows Defender

Looking for an older backup?
If you created a backup using the Windows 7 Backup
and Restore tool, it'll still work in Windows 10,

Backup

& Troubleshoot

Go to Backup and Restore (Windows 7)

N Darmumn:

Click the &#8220;Back up now& #8221; button to start your first File History backup.

Reference:

https://lifehacker.com/how-to-back-up-your-computer-automati cally-with-windows-1762867473

Q31. Note: Thisquestion is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have

acorrect solution.

After you answer a question in this section, you will NOT be able to return to it. As aresult, these questions will not appear in the
review screen.

Y ou have a computer named Computerl that runs Windows 10. The computer contains afolder. The folder contains sensitive data
Y ou need to log which user reads the contents of the folder and modifies and deletes filesin the folder.

Solution: From the properties of the folder, you configure the Auditing settings and from Audit Policy in the local Group Policy, you
configure Audit object access.

Does this meet the goal ?

* Yes

* No

Reference:

https://www.netwrix.com/how_to_detect who_changed_file or_folder_owner.html

Q32. You have two computers named Computerl and Computer2 that run Windows 10. The computers are in a workgroup.

Y ou perform the following configurations on Computer1:

* Create a user named Userl.
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* Add Userl to the Remote Desktop Users group.

Y ou perform the following configurations on Computer?2:

* Create a user named Userl and specify the same user password as the one set on Computerl.

* Create ashare named Share2 and grant User1 Full control access to Share2.

* Enable Remote Desktop.

What are the effects of the configurations? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

If User1 attempts to access Share2 from

Computer1, the user will:

m
If User1 attempts to sign in to Remote ﬁég%op
on Computer2 from Computer1, the user will:

If User1 attempts to access Share2 from

Computer1, the user will

m
If User1 attempts to sign in to Remote i{ég%op
on Computer2 from Computer1, the user will:

A 4

Access Share2 W fprempt
Be pron‘W' entials
B Geried access to Share?

v

Sign in to Remote Desktop without a prompt
Be prompted for credentials and be able to signin as User1.
Be propmpted for credentials and be prevented from signing in as User1.

A 4

Access Share2 withouta prompt

Be pro ar Credentials

B Geriied access to Share2

v

Sign in to Remote Deskiop without a prompt

Be prompted for credentials and be able to sign in as User1.

Be propmpted for credentials and be prevented from signing in as User1.

Q33. You have a computer named Computer1 that runs Windows 10.

On Computerl, you create the local users shown in the following table.

Name Member of
Userl M
User2 Userg,7Gitlests
User3 \ arn N Power Users,

(o @m
serd Guests, Users,
Administrators
User5 Users, Distributed
COM Users
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Which three user profiles will persist after each user signs out? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

* Userl
* User2
* User3
* Userd
* Userb

Q34. A user has a computer that runs Windows 10. The user has access to the following storage locations:

* A USB flash drive

* Microsoft OneDrive

* OneDrive for Business

* A drive mapped to a network share

* A secondary partition on the system drive

Y ou need to configure Back up using File History from the Settings app.

Which two storage locations can you select for storing File History data? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

* OneDrive for Business

* OneDrive

* the USB flash drive

* the secondary partition on the system drive

* the drive mapped to a network share

Q35. You have aworkgroup computer named Computerl that runs Windows 10. Computerl has the users accounts shown in the

following table:

Name Member \o;_!;.z‘ﬂ

Userl o Adifhinistrators

User2 V] Users, Admunistrators
User3 Users

Computerl hasthe local Group Policy shown in the following table.

Setting Value _
Startup script S A€ 1S¢riptAl
Shutdown ,ggW‘-‘-‘m ' ScriptA2
Logon script ScriptA3
Logoff script ScriptA4
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Y ou create the Local ComputerAdministrators policy shown in the following table.

Setting Value
Logon script ScriptB1
Logoff script SeriptB2

Y ou create the Local ComputerNon-Administrators policy shown in the following table.

Setting Value
Logon script ScriptCl
Logoff script SeriptC2

For each of the following statements, select Yesif the statement is true. Otherwise, select No.

Statements Yes No

If User1 shuts down Computer1, script ScriptA2 u-.{gmcom O O
\ a“de

If User2 signs in to Cowﬁﬁm%cripm& ScriptB1, and

ScriptC1 will run.

If User3 signs out of Computer1, scripts ScriptC2 and ScriptA4 O O
will run.
Statements Yes No
If User1 shuts down Computer1, script ScriptA2 u%ﬂlém_cro @) ®
nae
\Ja

If User2 signs in to Cow@fﬂ&%@cripm& ScriptB1, and

ScriptC1 will run.

If User3 signs out of Computer1, scripts ScriptC2 and ScriptA4 O O
will run.

Reference:

https://docs.mi crosoft.com/en-us/previous-versions/windows/it-pro/windows-vista/cc766291(v=ws.10)

Q36. You are a network administrator at your company.
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A user attempts to start a computer and receives the following error message: & #8220;Bootmgr is missing.&#8221; Y ou need to

resolve the issue.

Y ou start the computer in the recovery mode.
Which command should you run next? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

h 4 ) o C o v
Bootrec . ya(Of/FixMbr
Diskparte™" /RebuildBed
Sfe /ScanNow
/offbootdir
h 4 _ o . C om v
Bootrec TR ixMbr
Diskparte™ " |'RebuildBed
Sfe /SecanNow
/offbootdir
Reference:

https://neosmart.net/wiki/bootmgr-is-missing/
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