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Get 100% Authentic CyberArk CAU302 Dumps with Correct Answers New Training Course CAU302 Tutorial Preparation
Guide NEW QUESTION 57

Auto-Detection can be configured to leverage LDAP/S.

*  TRUE

*  FALSE

NEW QUESTION 58

Auto-Detection can be configured to leverage LDAP/S.

*  TRUE

*  FALSE

NEW QUESTION 59

Multiple PSM Servers can be load balanced.

*  TRUE

*  FALSE
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NEW QUESTION 60

Which is the purpose of the HeadStartInterval setting in a platform?

*  It determines how far in advance audit data is collected for reports.

*  It instructs the CPM to initiate the password change process certain number of days before expiration.

*  It instructs the AIM provider to &#8216;skip the cache&#8217; during the defined time period.

*  It alerts users of upcoming password changes a certain number of days before expiration.

NEW QUESTION 61

Which of the Following can be configured in the Master Policy? Choose all that apply

*  Dual Control

*  One Time Passwords

*  Exclusive Passwords

*  Password Reconciliation

*  Ticketing Integration

*  Required Properties

*  Custom Connection Components

*  Password Aging Rules

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/11.4/en/Content/PASIMP/Working-with-Master-Policy-Rules.htm

NEW QUESTION 62

The Vault Internal safe contains the configuration for an LDAP integration.

*  TRUE

*  FALSE

NEW QUESTION 63

A Logon Account can be specified in the Master Policy

*  TRUE

*  FALSE

NEW QUESTION 64

A Simple Mail Transfer Protocol (SMTP) integration is critical for monitoring Vault activity and facilitating workflow processes,

such as Dual Control.

*  True

*  False

NEW QUESTION 65

Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to be

accessible upon a planned Vault restart? Choose all that apply.

*  Store the CD in a physical safe and mount the CD every time vault maintenance is performed.

*  Copy the entire contents of the CD to the System Safe on the vault.

*  Copy the entire contents of the CD to a folder on the vault server and secure it with NTFS permissions.

*  Store the server key in a Hardware Security Module and copy the reset the keys from the CD to a folder on the vault server and
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secure it with NTFS permissions.

NEW QUESTION 66

When the PSM Gateway (also known as the HTML5 ( End Point in order to launch connections via the PSM

*  True

*  False, when the PSM Gateway is implemented, the user only requires a browser in order launch a connection via the PSM

NEW QUESTION 67

Which of the following statements are NOT truewhen enabling PSM recording fora target Windows server?

Choose all that apply

*  The PSM software must be installed on the target server

*  PSM must be enabled in the Master Policy {either directly, or through exception).

*  PSMConnect must be added as a local user on the target server

*  RDP must be enabled on the target server

NEW QUESTION 68

What is the purpose of the Interval setting in a CPM policy?

*  To control how often the CPM looks for System Initiated CPM work

*  To control how often the CPM looks for User Initiated CPM work.

*  To control how long the CPM rests between password changes

*  To control the maximum amount of time the CPM will wait for a password change to complete

NEW QUESTION 69

According to the default web options settings, which group grants access to the reports page?

*  PVWAMonitor

*  PVWAUsers

*  Auditors

*  Vault administrators

NEW QUESTION 70

What is the primary purpose of One Time Passwords?

*  Reduced risk of credential theft

*  More frequent password changes

*  Non-repudiation (individual accountability)

*  To force a &#8216;collusion to commit&#8217; fraud ensuring no single actor may use a password without authorization

NEW QUESTION 71

The vault supports a number of dual factor authentication methods.

*  TRUE

*  FALSE

NEW QUESTION 72
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When the PSM Gateway (also known as the HTML5 Gateway) is implemented, users must have an RDP client, such as MSTSC,

installed on their endpoint in order to launch connections via the PSM.

*  True

*  False. When the PSM Gateway is implemented, the user only requires a browser in order launch a connection via the PSM.

NEW QUESTION 73

A Vault Administrator wants to change the PSM Server ID to comply with a naming standard. What is the process for changing the

PSM Server ID?

*  First, logon to the PrivateArk Client as Administrator and open the PVWAConfig safe. Retrieve and edit the

PVConfiguration.xml file. Search for the PSMServer Name and update the ID of the server you want to rename. Save the file and

copy back to the PWAConfig safe. Restart the &#8220;CyberArk Privileged Session Manager&#8221; service on the PSM server.

*  Login to the PVWA, then change the PSMServer ID in Administration, System Configuration, Options, Privileged Session

Management, Configured PSM Servers. Run an IISRESET on all PVWA servers.

*  First, login to the PVWA, browse to Administration, System Configuration, Options, Privileged Session Management, Configured

PSM Servers and select the PSM Server you need to change from the list of servers. In the properties pane, set the value of the ID

property to the new Server ID, click Apply and OK.

Next, edit the basic_psm.ini file located on the PSM server in the PSM root directory and update the PSMServerID parameter with

the new Server ID, save the file and restart the &#8220;CyberArk Privileged Session Manager&#8221; service on the PSM server.

*  Options A and B above is the correct procedure.

Explanation/Reference:

NEW QUESTION 74

Multiple Vault Servers can be load balanced.

*  True

*  False

NEW QUESTION 75

Which onboarding method would you use to integrate CyberArk with your accounts provisioning process?

*  Accounts Discovery

*  Auto Detection

*  Onboarding RestAPI functions

*  PTA Rules

NEW QUESTION 76

It is possible to control the hours of the day during which a safe may be used.

*  TRUE

*  FALSE

NEW QUESTION 77

Name two ways of viewing the ITAlog:

*  Log into the vault locally and navigate to the Server folder under the PrivateArk install location.

*  Log into the PVWA and go to the Reports tab.

*  Access the System Safe from the PrivateArk client.

*  Go to the Thirdpary log directory on the CPM
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NEW QUESTION 78

The PSM requires the Remote Desktop Web Access role service.

*  True

*  False

Explanation/Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/Before-

Installing-PSM.htm

NEW QUESTION 79

The PSM requires the Remote Desktop Web Access role service.

*  True

*  False

NEW QUESTION 80

What is the name of the Platform parameter that determines the amount of time a person is allowed to use a One Time Password?

*  MinValidityPeriod

*  Interval

*  ImmediateInterval

*  Timeout

Explanation
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