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NEW QUESTION 53

Which of the following are the main advantages of using ML/AI for data analytics in the cloud as opposed to on

premises? (Choose two.)

*  Cloud providers offer enhanced technical support.

*  Elasticity allows access to a large pool of compute resources.

*  The shared responsibility model offers greater security.

*  AI enables DevOps to build applications easier and faster.

*  A pay-as-you-go approach allows the company to save money.

*  ML enables DevOps to build applications easier and faster.

NEW QUESTION 54

A company wants to process a batch job in a faster, cost-effective manner. Which of the following is the BEST solution?
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*  Implement right-sizing.

*  Increase CPU usage.

*  Utilize spot instances.

*  Add storage.

NEW QUESTION 55

A cloud systems administrator needs to log in to a remote Linux server that is hosted in a public cloud. Which of the following

protocols will the administrator MOST likely use?

*  HTTPS

*  RDP

*  Secure Shell

*  Virtual network computing

NEW QUESTION 56

A Chief Information Officer (CIO) wants to identify two business units to be pilots for a new cloud project. A business analyst who

was recently assigned to this project will be selecting a cloud provider. Which of the following should the business analyst do

FIRST?

*  Conduct a feasibility study of the environment.

*  Conduct a benchmark of all major systems.

*  Draw a matrix diagram of the capabilities of the cloud providers.

*  Gather business and technical requirements for key stakeholders.

NEW QUESTION 57

An organization&#8217;s servers are experiencing performance degradation from oversubscription of memory in the virtual

environment and exhausted physical RAM.

Which of the following cloud computing characteristics would BEST address the issue?

*  Availability

*  Elasticity

*  Pay-as-you-go

*  Self-service

NEW QUESTION 58

A company is migrating a legacy application to the cloud. Two C-level executives are currently engaged in the initial stages of the

migration, and they are planning a rip-and-replace approach.

Before initiating the project, the FIRST step should be to identify:

*  the required network performance.

*  the key stakeholders.

*  the desired CSP.

*  the required cloud services.

*  the required amount of storage.

NEW QUESTION 59

Which of the following should be considered to ensure the availability of data that is accessed across multiple sites? (Choose two.)
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*  Auto-scaling

*  Geo-redundancy

*  Backup

*  Provisioning

*  Locality

*  Zones

NEW QUESTION 60

A cloud administrator for an ISP identified a vulnerability in the software that controls all the firewall rules for a geographic are a.

To ensure the software upgrade is properly tested, approved, and applied, which of the following processes should the administrator

follow?

*  Configuration management

*  Incident management

*  Resource management

*  Change management

NEW QUESTION 61

Which of the following results from implementing a proprietary SaaS solution when an organization does not ensure the solution

adopts open standards? (Choose two.)

*  Vendor lock-in

*  Inability to enforce the SLA

*  Lack of technical support

*  Higher ongoing operational expenditure

*  Integration issues

*  Higher initial capital expenditure

NEW QUESTION 62

Which of the following security concerns is BEST addressed by moving systems to the cloud?

*  Availability

*  Authentication

*  Confidentiality

*  Integrity

NEW QUESTION 63

A new company directive requires all departments to ensure intellectual property is kept within a country&#8217;s borders. Which

of the following concepts BEST represents this requirement?

*  Data portability

*  Data security

*  Data locality

*  Data sovereignty

NEW QUESTION 64

Which of the following types of risk is MOST likely to be associated with moving all data to one cloud provider?

*  Vendor lock-in

*  Data portability
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*  Network connectivity

*  Data sovereignty

NEW QUESTION 65

A company wants to migrate mission-critical applications to the cloud. In order for technicians to build, decommission, and perform

other routine functions, which of the following cloud characteristics would BEST satisfy this business requirement?

*  Self-service

*  Elasticity

*  Broad network access

*  Availability

NEW QUESTION 66

A company would like to improve its current DR plan with an emphasis on high availability. Which of the following metrics should

the company focus on?

*  MTTR

*  RTO

*  QoS

*  RPO

NEW QUESTION 67

The cloud consumer compliance team requires the IT department to patch and update cloud resources properly. Which of the

following cloud service delivery models will BEST suit this need?

*  SaaS

*  DBaaS

*  DRaaS

*  IaaS

NEW QUESTION 68

A human resources department is considering a SaaS-based human resources portal and requires a risk analysis.

Which of the following are requirements to consider? (Choose two.)

*  Support

*  Threats

*  Chargebacks

*  Vulnerabilities

*  Maintenance

*  Gap analysis

NEW QUESTION 69

Which of the following can be used to achieve automation, environment consistency, and standardization of computer resources in a

cloud environment?

*  Content management system

*  Automation

*  Service-oriented architecture

*  Infrastructure as code
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NEW QUESTION 70

A company migrated all of its infrastructure to the cloud. The cloud security team must review the security post-

migration.

Which of the following is the MOST appropriate task for the cloud security team to perform?

*  Risk register

*  Threat assessment

*  Application scan

*  Vulnerability scan
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