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Exam Format

The actual test contains 70 questions in multiple-choice format. Out of these items, some are unscored and they won't affect the final
score of the test-takers. To come up with flying colorsin this exam, one has to score 68% marks. Understanding the exam time limit
isacomplex task asit varies as per test language. Native speakers with their mother tongue as English will have 105 minutes to
attempt the official evaluation. For the countries where English is declared a foreign language, non-native aspirants will have 135
minutes to complete the test. Likewise, candidates who are non-native speakers and appearing for the exam from a country where
English is not aforeign language can request for the time extension of 30 minutes from Citrix. As arule, Pearson VUE bearsthe
responsibility of conducting this Citrix exam at multiple locations. To know more, the certification validity cycleisthree yearsand it
is recommended to commence the recertification journey before the cycle ends if one wantsto relish over the certification perks.
Speaking of the exam expensg, it varies as per the location of the candidate. Asthe Citrix 1Y 0-231 exam is of the associate level,
one has to pay $200 for it. Note that those who are adopting the phone registration rather than the Pearson VUE website will have to
pay $7 for this.
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Citrix 1Y 0-231: Deploy and Manage Citrix ADC 13 with Citrix Gateway is an intermediate-level certification exam that tests
candidates’ knowledge and skills in deploying and managing Citrix ADC 13 with Citrix Gateway. This exam is designed for
candidates who are familiar with Citrix ADC 13 and its functionalities and want to enhance their knowledge and skills in deploying
and managing Citrix Gateway. The exam isideal for those who are responsible for managing and deploying Citrix ADC 13 with
Citrix Gateway in their organizations.

NO.10 While applying a new Citrix ADC device, a Citrix Administrator notices an issue with the time on the appliance.

Which two steps can the administrator perform to automatically adjust the time? (Choose two.)
* Add an SNMP manager.

* Add an SNMP trap.

* Enable NTP synchronization.

* Add an NTP server.

* Configure an NTP monitor.

NO.11 Scenario: After deploying a Citrix ADC in production, a Citrix Administrator notices that client requests are NOT being
evenly distributed among backend resources. The administrator wants to change from the default |oad-balancing method to one that
will help distribute the load more evenly.

Which load-balancing method would ensure that the server with the least amount of network utilization is receiving new
connections?

* Least response time

* Least bandwidth

* Least connection

* | east packets

Explanation/Reference: https://kb.wisc.edu/ns/page.php?i d=13201#L east%20Bandwidth%20M ethod

NO.12 A Citrix Administrator wants to customize the look of the landing page presented to users during the authentication process
on Citrix ADC.

Which nFactor component should the administrator modify in this scenario?

* L ogon Schema

* Pass-through factor

* Next factor

* NoAuth Policy

Explanation/Reference: https://docs.citrix.com/en-us/citrix-adc/current-rel ease/aaa-tm/authenti cati on-methods/multi-factor-
nfactor-authenti cati on/nfactor-authenti cation-configuring.html

NO.13 In asingle-hop deployment, a Citrix Administrator needs to use a client& #8217;s | P address as the source | P address for
Citrix ADC-to-server connections.

Which Citrix ADC mode can the administrator use to meet this requirement?
* USIP

* USNIP

* Layer 2

* Layer3

NO.14 Scenario: A Citrix Administrator needs to create local, limited-privilege user accounts for other administrators.
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The other administrators will require only:
* The ability to enable and disable services and servers
* Read-only access

Which built-in command policy permission level can the administrator use?
* Read-only

* Operator

* Sysadmin

* Network

NO.15 Scenario: A Citrix Administrator configures an access control list (ACL) to block traffic from the IP address 10.102.29.5:
add simpleacl rulel DENY -srclP 10.102.29.5
A week later, the administrator discovers that the ACL is no longer present on the Citrix ADC.

What could be the reason for this?

* The administrator did NOT run the apply ACL command.

* The simple ACLs remain active for only 600 seconds.

* The simple ACLs remain active for only 60 seconds.

* The Citrix ADC has been restarted without saving the configurations.

NO.16 Scenario: A Citrix ADC MPX isusing one of four available 10G ports. A Citrix Administrator discovers atraffic bottleneck
at the Citrix ADC.

What can the administrator do to increase bandwidth on the Citrix ADC?

* Add two more 10G Citrix ADC ports to the network and configure VLAN.

* Add another 10G Citrix ADC port to the switch, and configure link aggregation control protocol (LACP).
* Purchase another Citrix ADC MPX appliance.

* Plug another 10G Citrix ADC port into the router.

NO.17 Scenario: While attempting to access aweb server that isload-balanced by a Citrix ADC using HTTPS, a user receives the
message below:

SSL/TLS error: Y ou have not chosen to trust & #8220;Certificate Authority& #8221; the issuer of the server&#8217;s security
certificate.

What can a Citrix Administrator do to prevent users from getting this message?

* Ensure that the server certificate is linked to its respective intermediate and root certificates.

* Ensure that users have the server certificate installed.

* Ensure that users have the certificate& #8217;s private key.

* Ensure that users have the certificate& #8217;s public key.

Explanation/Reference: https.//docs.citrix.com/en-us/citrix-gateway/12-1/citrix-gateway-12.1.pdf

NO.18 A Citrix Administrator deploys anew Citrix ADC MPX appliance in the demilitarized zone (DMZ), with one interface in the
DMZ and the other on the internal network.

In which mode should the administrator deploy the Citrix ADC?
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* Two-arm

* One-arm

* Forward proxy
* Transparent

NO.19 Scenario: A Citrix Administrator suspects an attack on aload-balancing virtual server (IP address
192.168.100.25). The administrator needs to restrict access to this virtual server for 10 minutes.

Which access control list (ACL) will accomplish this?

* add ns acl rulel DENY -destlP 192.168.100.25 -TTL 600000

* add simpleacl rulel DENY -srclP 192.168.100.25 -TTL 600000
* add ns acl rulel DENY -destlP 192.168.100.25 -TTL 600

* add simpleacl rulel DENY -srclP 192.168.100.25 -TTL 600

NO.20 Scenario: While attempting to access aweb server that isload-balanced by a Citrix ADC using HTTPS, a user receives the
message below:

SSL/TLS error: Y ou have not chosen to trust & #8220;Certificate Authority& #8221; the issuer of the server&#8217;s security
certificate.

What can a Citrix Administrator do to prevent users from getting this message?

* Ensure that the server certificate is linked to its respective intermediate and root certificates.
* Ensure that users have the server certificate installed.

* Ensure that users have the certificate& #8217;s private key.

* Ensure that users have the certificate& #8217;s public key.

NO.21 Scenario: A Citrix Administrator needs to integrate LDAP for Citrix ADC system administration using current Active
Directory (AD) groups. The administrator created the group on the Citrix ADC, exactly matching the group namein LDAP.

What can the administrator bind to specify the permission level and complete the LDAP configuration?
* Usersto the group on the Citrix ADC

* A nested group to the new group

* An authentication, authorization, and auditing (AAA) action to the group

* A command policy to the group

Explanation/Reference: https://support.citrix.com/article/CTX 123782

NO.22 Which profile can a Citrix Administrator create to configure adefault profile that disables TLSv1?
* DTLS

* TCP

* HTTP

* SSL

NO.23 Scenario: To meet the security requirements of the organization, a Citrix Administrator needs to configure a Citrix Gateway
virtual server with time-outs for user sessions triggered by the behaviors below:

* |nactivity for at least 15 minutes.

* No keyboard or mouse activity for at least 15 minutes
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Which set of time-out settings can the administrator configure to meet the requirements?
* Session time-out and client idle time-out set to 15

* Session time-out and forced time-out set to 15

* Client idle time-out and forced time-out set to 15

* Client idle time-out and forced time-out set to 900

NO.24 The Citrix ADC SDX architecture allows instances to share and . (Choose the two correct
options to compl ete the sentence.)

* the kernel

* CPU

* memory

* physical interfaces

NO.25 Scenario: A Citrix Administrator deployed a Citrix ADC in one-arm mode. Currently, the VLANSs 20, 30, and

40

are tagged on the interface with the option of & #8216;tagal & #8217;.

What is true regarding the VLANS, when & #8216;tagal| & #8217; is enabled on the interface?
* VLANS 1, 20, 30, 40, and HA packets are tagged on the interface.

* VLANS 20, 30, and 40 are tagged on the interface.

* VLANS 1, 20, 30, and 40 are tagged on the interface.

* VLANS 20, 30, 40, and HA packets are tagged on the interface.

NO.26 Scenario: Users are attempting to logon through Citrix Gateway. They successfully pass the Endpoint Analysis (EPA) scan,
but are NOT able to see the client choices at logon.

What can a Citrix Administrator disable to allow users to see the client choices at logon?

* Quarantine groups

* Client choices globally

* Split tunneling

* nkactor authentication

https://docs.citrix.com/en-ug/citrix-gateway/current-rel ease/vpn-user-config/configure-client-choi ces-page.html
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