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To earn the PCCSE certification, candidates must pass a rigorous exam that tests their knowledge and skills in securing cloud

environments. PCCSE exam is designed to assess an individual's ability to design, deploy, and manage cloud security solutions

using Prisma Cloud technology. PCCSE exam consists of multiple-choice questions and scenarios that test a candidate's

understanding of cloud security challenges and solutions. The PCCSE certification is an industry-recognized credential that

demonstrates a candidate's expertise in cloud security and their commitment to professional development.

The PCCSE exam is a challenging but rewarding certification that can help professionals advance their careers in the field of cloud

security. By earning this certification, individuals can validate their skills and knowledge and position themselves as experts in the

field of cloud security using the Prisma suite of products.

 

NO.27 A customer wants to monitor the company&#8217;s AWS accounts via Prisma Cloud, but only needs the resource
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configuration to be monitored for now.

Which two pieces of information do you need to onboard this account? (Choose two.)

*  Cloudtrail

*  Subscription ID

*  Active Directory ID

*  External ID

*  Role ARN

NO.28 Which statement is true about obtaining Console images for Prisma Cloud Compute Edition?

*  To retrieve Prisma Cloud Console images using URL auth:

1. Access registry-auth.twistlock.com, and authenticate using the user certificate.

2. Retrieve the Prisma Cloud Console images using &#8216;docker pull&#8217;.

*  To retrieve Prisma Cloud Console images using basic auth:

1. Access registry.twistlock.com, and authenticate using &#8216;docker login&#8217;.

2. Retrieve the Prisma Cloud Console images using &#8216;docker pull&#8217;.

*  To retrieve Prisma Cloud Console images using URL auth:

1. Access registry-url-auth.twistlock.com, and authenticate using the user certificate.

2. Retrieve the Prisma Cloud Console images using &#8216;docker pull&#8217;.

*  To retrieve Prisma Cloud Console images using basic auth:

1. Access registry.paloaltonetworks.com, and authenticate using &#8216;docker login&#8217;.

2. Retrieve the Prisma Cloud Console images using &#8216;docker pull&#8217;.

Section: (none)

Explanation

NO.29 Per security requirements, an administrator needs to provide a list of people who are receiving e-mails for Prisma Cloud

alerts Where can the administrator locate this list of e-mail recipients&#8217;?

*  Users section within Settings.

*  Set Alert Notification section within an Alert Rule.

*  Notification Template section within Alerts.

*  Target section within an Alert Rule

NO.30 Which three serverless runtimes are supported by Prisma Cloud for vulnerability and compliance scans? (Choose three.)

*  Java

*  Node.js

*  Dart

*  Swift

*  Python

NO.31 Given the following JSON query:
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$.resource[*].aws_s3_bucket exists

Which tab is the correct place to add the JSON query when creating a Config policy?

*  Details

*  Compliance Standards

*  Build Your Rule (Build tab)

*  Remediation

*  Build Your Rule (Run tab)

The JSON query must be added to the &#8220;Build Your Rule&#8221; section in the &#8220;Build&#8221; tab when creating a

Config policy. The &#8220;Build&#8221; tab is located under the &#8220;Configurations&#8221; section in the Config Console.

In the &#8220;Build&#8221; tab, you can add a JSON query in the &#8220;Build Your Rule&#8221; section, which will allow you

to specify which AWS S3 buckets the policy should apply to.

NO.32 The security team wants to protect a web application container from an SQLi attack? Which type of policy should the

administrator create to protect the container?

*  Compliance

*  Runtime

*  CNAF

*  CNNF

NO.33 Which three types of classifications are available in the Data Security module? (Choose three.)

*  Personally identifiable information

*  Malicious IP

*  Compliance standard

*  Financial information

*  Malware

Explanation

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-data-security.html

NO.34 Which order of steps map a policy to a custom compliance standard?

(Drag the steps into the correct order of occurrence, from the first step to the last.)
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Explanation

1. click on compliance standard.

2. add custom compliance standard.

3. edit policies.

4. add compliance standard from drop-down menu

https://docs.prismacloudcompute.com/docs/enterprise_edition/compliance/custom_compliance_checks.html#cre

NO.35 A customer has configured the JIT, and the user created by the process is trying to log in to the Prisma Cloud console. The

user encounters the following error message:

 

 

What is the reason for the error message?

*  The attribute name is not set correctly in JIT settings.

*  The user does not exist.

*  The user entered an incorrect password

*  The role is not assigned for the user.

NO.36 Which two integrations enable ingesting host findings to generate alerts? (Choose two.)

*  Qualys

*  Tenable

*  JIRA

*  Splunk
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NO.37 Which two IDE plugins are supported by Prisma Cloud as part of its DevOps Security? (Choose two.)

*  BitBucket

*  Visual Studio Code

*  CircleCI

*  IntelliJ

NO.38 Which three types of classifications are available in the Data Security module? (Choose three. )

*  Malicious IP

*  Compliance standard

*  Financial information

*  Malware

*  Personally identifiable information

NO.39 Which three fields are mandatory when authenticating the Prisma Cloud plugin in the IntelliJ application?

(Choose three.)

*  Secret Key

*  Prisma Cloud API URL

*  Tags

*  Access Key

*  Asset Name

NO.40 What are two alarm types that are registered after alarms are enabled? (Choose two.)

*  Resource status

*  External integrations status

*  Compute resources

*  Onboarded Cloud Accounts status

NO.41 Which three types of classifications are available in the Data Security module? (Choose three.)

*  Personally identifiable information

*  Malware

*  Compliance standard

*  Financial information

*  Malicious IP

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-data-security.html

NO.42 Order the steps involved in onboarding an AWS Account for use with Data Security feature.
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NO.43 Which type of compliance check is available for rules under Defend > Compliance > Containers and Images > CI?

*  Host

*  Container

*  Functions

*  Image

NO.44 Which two of the following are required to be entered on the IdP side when setting up SSO in Prisma Cloud? (Choose two.)

*  SP (Service Provider) Entity ID

*  Assertion Consumer Service (ACS) URL

*  SSO Certificate

*  Username

NO.45 Where can Defender debug logs be viewed? (Choose two.)
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*  From the Console, Manage > Defenders > Deploy > Defenders. Select the Defender from the deployed Defenders list, then click

Actions > Logs

*  /var/lib/twistlock/log/defender.log

*  /var/lib/twistlock/defender.log

*  From the Console, Manage > Defenders > Manage > Defenders. Select the Defender from the deployed Defenders list, then click

Actions > Logs
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