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Citrix 1Y 0-440 certification exam is designed to validate the skills and knowledge required for a Citrix Networking Solution
Architect. 1Y 0-440 exam focuses on evaluating the ability to design and implement complex Citrix networking solutions that meet
the requirements of businesses. It isideal for individuals who want to demonstrate their expertise in designing Citrix networking
solutions and want to advance their careersin thisfield.

QUESTION 89

Scenario: A Citrix Architect has set up Citrix ADC MPX devicesin high availability mode with version

12.0.53.13 nc. These are placed behind a Cisco ASA 5505 firewall. The Cisco ASA firewall is configured to block traffic using
access control lists. The network address translation (NAT) is aso performed on the firewall. The following requirements were

captured by the architect during the discussion held as part of the Citrix ADC security implementation project with the customer s
security team: The Citrix ADC MPX device:
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* should monitor the rate of traffic either on a specific virtual entity or on the device. It should be able to mitigate the attacks from a
hostile client sending aflood of requests. The Citrix ADC device should be able to stop the HTTP, TOP, and DNS based requests.

* needs to protect backend servers from overloading.

* needs to queue all the incoming requests the virtual server level instead of the service level.

* should provide access to resources on the basis of priority.

* should provide protection against well-known Windows exploits, virus-infected personal computers, centrally managed automated
botnets. compromised webservers, known spammersThackers. and phishing proxies.

* should provide flexibility to enforce the desired level of security check inspections for the requests originating from a specific
geol ocation database.

* should block the traffic based on a predetermined header length, URL length, and cookie length.The device should ensure that
characters such as a single straight quote (& #38216;) backslash (): and semicolon (;) are either blocked, transformed, or dropped
while being sent to the backend server.

Which security feature should the architect implement to meet these requirements?

* Configure HTML SQL injection check on Application Firewall and enable Transform SQL special characters.
* Configure signatures manually and apply them to the Application Firewall profile.

* Configure HTML SQL Injection check on Application Firewall and enable Block SQL SplCharANDK eyword.
* Configure HTML cross-Site scripting and enable Check Request headers.

QUESTION 90

Scenario: A Citrix Architect captured the following requirements during a design discussion held for a Citrix ADC design project.

There will beapair of Citrix ADC MPX appliances deployed in the DMZ and another pair deployed in the internal network High
availability will be accessible for each Citrix ADC MPX appliance in both the DMZ (external) and LAN (internal) networks DMZ
Citrix ADC MPX appliances will have GSLB configured and deployed in Active/Passive mode Load balancing for the internal
Microsoft Exchange servers will be configured on the internal Citrix ADC appliances Load balancing for SAP application serversin
the DMZ will be configured on the DMZ Citrix ADC appliances For the DMZ Citrix ADC MPX pair, the data and management
traffic will be sent over the same interface.

The DMZ Citrix ADC MPX pair will have three interfaces available.

The users from the DMZ should NOT have access to servers in the internal zone Which deployment mode should the architect use to
deploy the Citrix ADC pair in the DMZ?

* One-Arm Mode

* Two-Arm Mode

* Hybrid Mode

* Transparent Mode

QUESTION 91

Scenario: A Citrix Architect needs to assess a Citrix Gateway deployment that was recently completed by a customer and is
currently in pre-production testing The Citrix Gateway needs to use ICA proxy to provide access to a Citrix Virtual Apps and Citrix
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Virtual Desktops environment. During the assessment, the customer informs the architect that users are NOT able to launch
published resources using the Gateway virtual server.

Click the Exhibit button to view the troubleshooting details collected by the customer.

ICA file but are NOT able to establish an HDX congmn
machine.

e Instead, users receive an imeyaa statlng that the published resource cannot be
started.

network where the Virtual Delivery Agent machines are located:
o Bidirectional: TCP 80, TCP 443
e Users on the internal network connecting directly to the StoreFront are able to
successfully launch any published resource.

e Users launching any published resource through a Citrix Ga Wconnection receive an
G& he Virtual Delivery Agent

e The following pg'ts are open on the firewall between the Citrix Gateway and the intern:

Which two reasons could cause this issue? (Choose two)

* The StoreFront URL configured in the Citrix Gateway session profileis NOT correct.

* Therequired ports have NOT been opened on the firewall between the Citrix Gateway and the Virtual Delivery Agent machines
* There are no backend Virtual Delivery Agent (VDA) machines available to host the selected published resource

* The Secure Ticket Authority (STA) servers have NOT been configured in the Citrix Gateway settings

* The two-factor authentication isNOT configured on the Citrix Gateway

QUESTION 92

A Citrix Architect can execute a configuration job using a DeployMasterConfiguration template on a
NetScaler deployed . (Choose the correct option to complete sentence.)

* CPX; aspart of ahigh availability pair

* CPX; asastand alone device

* SDX; with less than 6 partitions and dedicated management interface

* MPX; as part of the cluster but Cluster IPis NOT configured

* SDX; with no partitions as a stand alone device

QUESTION 93

Scenario: The Workspacelab team has configured their NetScaler Management and Analytics (NMAS) environment. A Citrix
Architect needs to log on to the NMAS to check the settings.

Which two authentication methods are supported to meet this requirement? (Choose two.)
* Certificate

* RADIUS

* TACACS

* Director
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* SAML
* AAA
Explanation/Reference: https://docs.citrix.com/en-us/netscal er-mas/12/authenti cati on-and-rbac/configuring.html

QUESTION 94

Which parameter indicates the number of current users logged on to the Citrix gateway?

* |CA connections

* Total Connected Users

* Active user session

* Maximum User session

QUESTION 95

Scenario: A Citrix Architect needs to assess an existing on-premises NetScaler deployment which includes Advanced Endpoint
Analysis scans. During a previous security audit, the team discovered that certain endpoint devices were able to perform
unauthorized actions despite NOT meeting pre-established criteria.

The issue was isolated to several endpoint analysis (EPA) scan settings.

Click the Exhibit button to view the endpoint security requirements and configured EPA policy settings.
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¢ Endpoimnts should be scanned to determine whether they are connecting from within the
company intranet (192168 10.0/24) and belong to the company Windows domain
(workspacelab.comn).
- Endpoints meeting both of these critenia are permitted to continue to the
authentication page.
- Endpoints NOT meeting 1 or more of these criteria should NOT be permirted
to authenticate.
*  All endpoints should also be scanned to confirm that an approved antiVirus client
(“Antvirus”) is running.
- Endpoints that have an antivirus client runming can access intranet resources.
- Endpoints that do NOT have an antivirus chent munming should be added to
quarantine group that can only access the XenApp and XenDesktop
environment.

Bind Foint Action

Global- Allow
setting NetScaler
Gateway

Item 2 | Preauthentication NetScaler s N N < & PsoU
policy Gateway ’ ==192.168.10.0
VEN virgall | , \ -nstmask

Preauthentication

2332351550 &%

b
B \ - CLIENT.SYSTEM

(DOMAIN_SUFFIN_

\ anyof_workspacelak

! EXISTS
1 Ttem3 | Preauthentication Ttem 2 Allow NA Na
profile
Ttem 4 Session policy NetScaler 20 ns_true
Gateway Na
VPN wirtual
server
Item 5 Sesston profile Item 4 Security: NiA NiA
- Default
Authorization Action;
DENY
Securiry-Advanced
Settings:
- Client Security Check
String:
CLIENT AFPLICATION.
PROCESS (antivimus exe)
EXISTS
- Quarantine Group:
guarantine

Published Applications:
- ICA Proxy: OFF

Ttem 6 Session policy AAA Group: NA 30 ns_true
quarantine
Ttem 7 Zession profile Ttem & Security: WA A
-Defaunlt
Auvthorization Action:
DENY
Publmhed Applicationa:
- ICA Proxy: On

Which setting is preventing the security requirements of the organization from being met?

* |tem 6
* ltem7
* Jtem 1
* Jtem 3
* Jtem5
* |tem 2
* Jtem4
QUESTION 96

Scenario: A Citrix Architect needs to assess an existing NetScaler configuration. The customer recently found that certain user
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groups were receiving access to an internal web server with an authorization configuration that does NOT align with the designed
security requirements.

Click the Exhibit button view the configured authorization settings for the web server.

& By default, no connection should have access to network resources unless authonzed
based on the other requirements.

* By default. only connections coming from the intemal network (192.168.10.0/24)
should be permuatted to access the web server.

* The Accountants group 1s authorized to access URLs with a * zip” extension; all other
users must NOT be authorized for this. ‘

¢ The Executrves group 1s authorized to access the web server

the internal network.

Type Associated Policy
31 1 . ¥ Expressions
i ' ~ Global DENY | NA NA
P;, setting
Item 2 | Authonization | NetScaler | ALLOW 1 Client IP. SRC.IN_SUBNET
Policy traffic (192.168.10.0/24)
management
wirtual server
Item 3 | Authorization | NetScaler DENY 2 HTTP.REQ.URL SUFFIX.EQ
Policy traffic (Fzip?)
management
virtual server
Item 4 | Authonization | Accountants | ALLOW 1 HTTP REQ.URL SUFFIX.EQ
Policy Group zip™)
Item 5 | Authonization | Executives | ALLOW 1 Client IP SRC NE
Policy Group (192.168.10.0/24)

Which item should the architect change or remove to align the authorization configuration with the security requirements of the
organization?

* Jtem1

* Jtem 3

* ltem4

* Jtem5

* Jtem 2

Explanation/Reference:

QUESTION 97

Scenario: A Citrix Architect needsto design a hybrid XenApp and XenApp and XenDesktop environment which will include Citrix
Cloud as well as resource locations in on-premises datacenter and Microsoft Azure.

Organizational details and requirements are as follows:
Active XenApp and XenDesktop Service subscription

No existing Citrix deployment
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About 3,000 remote users are expected to regularly access the environment Multi-factor authentication should be used for all
external connections Solution must provide load balancing for backend application servers Load-balancing services must be in
Location B Click the Exhibit button to view the conceptual environment architecture.

[=]

Citrix Cloud

[A]
Microsoft Azure

-3 % ‘F'-;
y . !1%_ A Dlrectnnr
- Fé E

ﬁ:&'ﬂ%

= Delvery Controfier  Workspace

License Server

= Service 1Ii{' { lf': 3
Site Datebase ~ j& | ;L'\. i F"E Seqver
~\
~ W "é::h' I'EF}{_, IJ!'a'lQ
oLt
v
|
8 s
Bl & (= | [=— " |
VDAs Active Direclory
Cloud Connectors (= |
Production Data  Production Servers
On-Premises DataCenter
The architect should use in Location A, and should use in Location B. (Choose the correct option to complete
the sentence.)

* Citrix Gateway as a Service, no Citrix products

* No Citrix products, Citrix ADC (BY O)

* Citrix Gateway as a Service, Citrix ADC (BYO)

* No Citrix products, Citrix ICA Proxy (cloud-licensed)

* Citrix Gateway as a Service, Citrix ICA Proxy (cloud-licensed)

* No Citrix products; Citrix Gateway appliance

QUESTION 98

Scenario: A Citrix Architect has configured two MPX devicesin high availability mode with version

12.0.53.13 nc. After a discussion with the security team, the architect enabled the Application Firewall feature for additional
protection.

Intheinitial deployment phase, the following security features were enabled:
* | P address reputation

* HTML SQL injection check

* Start URL

* HTML Cross-site scripting

| Page7/20 |


https://premium.validexam.com/2024/05/11/1y0-440-dumps-pdf-new-2024-ultimate-study-guide-q89-q111/
https://premium.validexam.com/2024/05/11/1y0-440-dumps-pdf-new-2024-ultimate-study-guide-q89-q111/

Valid Premium Exam

* Form-field consistency

After deployment in pre-production, the team identifies the following additional security features and changes as further
requirements:

* Application Firewall should retain the response of form field in its memory When a client submits the form in the next request.
Application Firewall should check for inconsistency in the request before sending it to the web server

* All the requests dropped by Application Firewall should receive a pre-configured HTML error page with appropriate information.

* The Application Firewall profile should be able to handle the data from the RSS feed and an ATOM-based site.

Click the Exhibit button to view an excerpt of the existing configuration.

What should the architect do to meet these requirements?

* Delete the existing profile and create a new profile of type: XML Application (SOAP)

* Modify the existing profile to include sessionization

* Create anew basic profile and use pre-existing HTML settings.

* Modify existing profile settings, change HTML settings, and ensure to exclude uploaded files from security checks.

QUESTION 99

Scenario: A Citrix Architect needs to design a new solution within Amazon Web Services (AWS) The architect would like to create
ahigh availahility Citrix ADC VPX pair to provide load balancing for applications hosted in the AWS deployment within asingle
availability zone which will receive traffic arriving from the Internet.

Which configuration should the architect choose to accomplish this?

* Two standalone Citrix ADC instances in the AWS marketplace, then deploy them as a cluster in the AWS management console

* A Citrix ADC AWS-VPX Cluster using a Citrix CloudFormation template in the AWS marketplace, then deploy it to create an
Active-Passive high availability pair

* Two standalone Citrix ADC instances in the AWS marketplace, then deploy them as an Active-Passive high availability pair in
the AWS management console

* Two standalone Citrix ADC instances in the AWS marketplace, deploy them in the AWS management console, then use an AWS
Elastic Load Balancing load balancer to distribute client traffic across both instances

* Two Single AMI Citrix CloudFormation templates in the AWS marketplace then configure a high availability pair

QUESTION 100
Scenario: A Citrix Architect is asked by management at the Workslab organization to review their existing configuration and make

the necessary upgrades. The architect recommends small changes to the pre-existing NetScaler configuration. Currently, the
NetScaler MPX devices are configured in a high availability pair, and the outbound traffic is load-balanced between two Internet
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service providers 91SPs). However, the failover is NOT happening correctly.

The following requirements were discussed during the design requirements phase:

* The return traffic for a specific flow should be routed through the same path while using Link Load Balancing.
* The link should fail over if the ISP router is up and intermediary devicesto an | SP router are down.

* Traffic going through one ISP router should fail over to the secondary ISP, and the traffic should NOT flow through both routers
simultaneously.

What should the architect configure with Link Load balancing (LLB) to meet this requirement?
* Net Profile

* Mac-based forwarding option enabled.

* Resilient deployment mode

* Backup route

Explanation

QUESTION 101

Scenario: A Citrix Architect needs to configure a Content Switching virtual server to provide access to www.workspacelab.com.
However, the architect observes that whenever the user tries to access www.worksapcel ab.com/CITRIX/WEB, the user receives a
&#8220;503 &#8211; Service Unavailable& #8221; response. The configuration snippet is as follows:

add cs vserver Vserver HTTP 10.107.149.246 80 -cltTimeout 180
add cs action Act1 -targetLBVserver Vserver1 m
add cs policy Pol1 -rule "http.REQ.URL.PATH#QQﬁgmﬂﬁ‘.gontains(\"citrix\")" -action Act1
add cs action Act2 -targetLBVserver Vser@@& e
add cs policy Pol2 -rule "http.RE LIPATH AND QUERY.contains(\"admin\”)" -action Act2

add cs action Act3 -targetL er Vservera

add cs policy PolS -rule "http.REQ.URL.PATH_AND_QUERY.startswith(\"web\”)" -action Act3
bind cs vserver Vserver -policyName Pol1 -priority 100

bind cs vserver Vserver -policyName Pol2 -priority 110

bind cs vserver Vserver -policyName Pol3 -priority 120

What should the architect modify to resolve this issue?

* add cs policy Pol3 -rule & #8220;http.REQ.URL .containsC& #8217, WEB& #8221;)& #8221, -action Act3
* add cs policy Pol3 -rule & #8220;http.REQ.URL containsf& #8217;Citrix& #8221;) & #8221; -action Act3

* set csvserver Vserver -caseSensitive ON

* add cs policy Pol3 -rule &#8220;http.REQ.URLPATH_AND_QUERY .con

QUESTION 102

Scenario: A Citrix Architect and ateam of Workspacelab members have met for a design discussion about the NetScaler Design
Project. They captured the following requirements:

* Two pairs of NetScaler MPX appliances will be deployed in the DMZ network and the internal network.
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* High availability will be accessible between the pair of NetScaler MPX appliancesin the DMZ network.

* Multi-factor authentication must be configured for the NetScaler Gateway virtual server.

* The NetScaler Gateway virtual server isintegrated with XenApp/XenDesktop environment.

* |oad balancing must be deployed for the users from the workspacel ab.com and vendorlab.com domains.

* The logon page must show the workspacelab logo.

* Certificate verification must be performed to identify and extract the username.

* The client certificate must have UserPrincipal Name as a subject.

* All the managed workstations for the workspace users must have a client identifications certificate installed on it.

* The workspacel ab users connecting from a managed workstation with a client certificate on it should be authenticated using
LDAP.

* The workspacelab users connecting from a workstation without a client certificate should be authenticated using LDAP and
RADIUS.

* The vendorlab users should be authenticated using Active Directory Federation Service.

* The user credentials must NOT be shared between workspacel ab and vendorlab.

* Single Sign-on must be performed between StoreFront and NetScaler Gateway .

* A domain drop down list must be provided if the user connects to the NetScaler Gateway virtual server externally.

* The domain of the user connecting externally must be identified using the domain selected from the domain drop down list.

On performing the deployment, the architect observes that users are always prompted with two-factor authentication when trying to
assess externally from an unmanaged workstation.

Click the exhibit button to view the configuration.
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> show authentication vserver aaa dmz 001
aaa dmz 001 (192.168.30.131:443) - SSL Type: CONTENT
State: UP
Client Idle Timecut: 180 sec
Down state flush: DISABLED
Disable Primary Vserver On Down : DISABLED
Network profile name: 2?7
Appflow logging: ENABLED
Authentication : ON
Device Certificate Check: 2272
Device Certificate CA List: 2272

CGInfra Homepage Redirect : 227

Current AAR Sessions: 0

Total Connected Users: 0 m ‘C
Dtls : 727 LZConn: 'X ex

RDP Serwver Profile Na

Max Login At 'mpﬂ a Login Timeout 0
Fu®1 iR gq in name: 227
mie ‘rofile name: ?27?

n Policy: NONE
Listen Priority: 0
IcmpResponse: 227
EHIstate: 222

Traffic Domain: 0

LoginSchema Policy Name: LDAP RADIUS Priocrity: 100
GotoPriority Expression: END

Advanced Authentication Policy Name: cert-upn Priority: 100
GotoPriority Expression: NEXT

NextFactor name: OnlyLDAP

Advanced Ruthentication Policy Name: No AUTH Priority: 110
GotoPriority Expression: NEXT

NextFactor name: ldap-radius

Advanced Authentication Policy Name: saml-upn Priority: 120

GotoPriority Expressions: NEXT

Done

What should the architect do to correct this configuration?

* Unbind LoginSchema Policy LDAP_RADIUS from the virtual server.
* Bind the Portal theme as Domaindropdown.

* Bind the LoginSchema Policy Domaindropdown to priority 90.

* Bind the Default LoginSchema Policy as Domaindropdown.

QUESTION 103

Scenario: A Citrix Architect needs to assess an existing NetScaler Gateway deployment. During the assessment, the architect
collected key requirements for VPN users, as well as the current session profile settings that are applied to those users.

Click the Exhibit button to view the information collected by the architect.
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e Users should use the NetScaler Gateway plugin to authenticate and connect to internal
. m@@mpoﬁai_

1d only pass through the

net resource.

resources, mncluding intranet web pages and StoreFront.
e Afiter authenticating users should be directed to the organy
* Once connected. outbound traffic from thecl S E
NetScaler Gateway if it is directed-n :

Configuration

Network Home Page home workspacelabs net
Configuration
Item 2 Client Experience Split Tunnel ON
Item 3 Client Expertence Clientless Access ON
Item 4 Client Experience Client Choices Not enabled
Item 3 Publizshed ICA Proxy OFF
Applications

Which configurations should the architect change to meet all the stated requirements?
* |tem4
* |tem 3
* |ltem5
* |tem 2
* ltem 1

QUESTION 104

Scenario: A Citrix Architect needs to assess an existing on-premises NetScaler deployment which includes Advanced Endpoint
Analysis scans. During a previous security audit, the team discovered that certain endpoint devices were able to perform

unauthorized actions despite NOT meeting pre-established criteria.
Theissue was isolated to several endpoint analysis (EPA) scan settings.

Click the Exhibit button to view the endpoint security requirements and configured EPA policy settings.
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* Endpoints connecting from outside the company intranet (192.168.10.0 /24) should be directed to an endpoint analysis
o Scan should verify that endpoints have an approved antivirus agent (Antivirus version 14.0 or Antivirus2 version
the file “secure xml” is present.
o If both criteria are met, the endpoints should receive corporate VPN access.
o If one or more criteria are NOT met, endpoints should receive Secure ICA access.
tem 1 Session policy NetScaler N/A 1P.SOL
Gateway VPN m . -netmask 2
virtual server 1 deia
tem2 | Session profile item 1 Security: a}\\ N/A | N/A
. W\L Action: DENY
— Advanced Settings:
(em * Client Security Check String:
o CLIENT.APPLICATION.AV (Antivirus.exe).VERSION
=14|
(CLIENT APPLICATION.AV(Antivirus2 .exe). VERSION
== 12 && CLIENT.FILE{secure.xml) EXISTS)
* Quarantine Group: quarantine
Published Applications;
* |CA Proxy: OFF
Item 3 Session policy AAA Group: N/A 20 ns_true
quarantine
Item 4 Session profile Item 2 Security: N/A | N/A
o Default Authorization Action: DENY
Published Applications:
* ICA Proxy: On
Which setting is preventing the security requirements of the organization from being met?
* Item 3
* ltem4
* Item 2
* ltem 6
QUESTION 105
Which parameter indicates the number of current users logged on to the NetScaler gateway?
* |CA connections
* Total Connected Users
* Active user session
* Maximum User session
QUESTION 106
Scenario: Based on a discussion between a Citrix Architect and team of Workspacelab has been created across three (3) sites.
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They captured the following requirements during the design discussion held for NetScaler design projects:
* All three (3) Workspacelab sites (DC, NDR, and DR) will have similar NetScaler configuration and design.

* Both external and internal NetScaler MPX appliances will have Global Server Load balancing (GSLB) configured and deployed in
Active/Passive mode.

* GSLB should resolve both A and AAA DNS queries.
* |n the GSLB deployment, the NDR site will act as backup for the DC site. whereas the DR site will act as backup for the NDR site.

* When the external NetScaler replies to DNS traffic coming in through Cisco Firepower IPS, the replies should be sent back
through the same path.

* On theinternal NetScaler, both front-end VIP and back-end SNIP will be part of the same subnet.
* USIPis configured on the DMZ NetScaler appliances.
* The external NetScaler will act default gateway for back-end servers.

* All three (3) sites (DC, NDR, and DR) will have two (2) linksto the Internet from different service providers configured in
Active/Standby mode.

Which design decision must the architect make to meet the design requirements above?

* Interface 0/1 must be used for DNS traffic.

* The SNIP of the external NetScaler must be configured as default gateway on the back-end servers.
* ADNS service must be used with IPv6 address.

* Policy-Based Route with next hop as CISCO IPS must be configured on the external NetScaler.

QUESTION 107

Which two NetScaler cookies indicate the validity of the Authentication, Authorization and Accounting (AAA) session for users?
(Choose two.)

* NSC_WT

* NSC_TMAS

* NSC_AAAC

* NSC_TMAA

QUESTION 108

Scenario: The following NetScaler environment requirements were discussed during a design meeting between a Citrix Architect
and the Workspacel ab team:

All traffic should be secured, and any traffic coming into HTTP should be redirected to HTTPS.
Single Sign-on should be created for Microsoft Outlook web access (OWA).

NetScaler should recognize Uniform Resource Identifier (URI) and close the session to NetScaler when users hit the Logoff button
in Microsoft Outlook web access.
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Users should be able to authenticate using user principal name (UPN).

The Layer 7 monitor should be configured to monitor the Microsoft Outlook web access servers and the monitor probes must be sent
on SSL.

Which method can the architect use to redirect the user accessing https.//mail.citrix.com to https.//mail.citrix.com?

* add responder action act redirect & #8220;https://mail.citrix.com&#8221; -responseStatusCode 302 add responder policy pol
HTTP.REQ.IS VALID act

* add Ib server test SSL 10.107.149.243.80 -persistenceType NONE -cltTimeout 180 -redirectFromPort 80 -httpsRedirectUrl
https://mail.citrix.com

* add Ib server test SSL 10.107.149.243.443 -persistenceType NONE -cltTimeout 180 -redirectFromPort 80 -httpsRedirectUrl
https://mail.citrix.com

* add responder action act redirect & #8220;https.// + HTTP REQ.HOSTNAME. HTTP_URL_SAFE +
HTTP.REQ.URL_PATH_AND_QUERY.HTTP_URL_SAFENN& #8221; -responseStatusCode 302 add responder policy pol
HTTP.REQ.IS VALID act

QUESTION 109

Which request can a Citrix Architect utilize to create aNITRO APl command to add a NetScaler appliance with NSIP address
10.102.29.60 to the cluster?

HTTP Method POST
UBRL: http://<netscaler—-ip-address>/nitro/ vl/conflg{jﬁ‘emode
Request Headers

Cookie: NITRO AUTH TOREN=<tokgnw i@ﬁam

Content-Type: appl:l.cat.:l_onf
Req_‘uest Payloadu

c@%@ﬁ“

“nodeid” .1,
“ipaddress®.”10.102.25.60",
“atate™."ACTIVE",
“bhackplane”.”1/1/2"

HTTP Method PUT

URL: http://<netsacaler-ip-address>/nitro/ vl/c:onflg/ rmode
Request Headers

Content-Type: text/yaml e‘ﬁam
Request Payload \, 3\‘6
{ . ﬁ'\
“ClUStef@m‘u
{
“nodeid”.1,
“ipaddress”.”10.102.25.60",

“state”™."ACTIVE",
“backplane”."1/1/2"
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HTTP Method FPOST
UBRL: http://<netscaler—-ip—address>/nitro/vl/config/ ermode
Request Headers

Content-Type: application/text_ 7LE&I1:\.(}
\ae

R t Payload
{eques ayloa x\l‘11hﬁjiak
“clust
{c 1E)§ﬁ§%?¥\
"nédeid”T.1,

“ipaddress”."”10.102.25.60",
“state” . "ACTIVE",
“backplane”."1/1/2"

HTTP Method PUT

URL: http://<netscaler-ip-address>/nitro/vl/confi Cf‘%em@de
Request Headers

Cockie NITRC AUTH TOREN=<tokenva éuéy\am oy

Content-Type: application/j \

Request Payload \J
@g@

{
"nodeid”.1,
“ipaddress"."10.102.25.60",
“gtate”."ACTIVE",
“backplane”.”1/1/2"

* Option A
* Option B
* Option C
* Option D
QUESTION 110

Scenario: A Citrix Architect and ateam of Workspacelab members have met for a design discussion about the NetScaler Design
Project. They captured the following requirements:

* Two pairs of NetScaler MPX appliances will be deployed in the DMZ network and the internal network.
* High availability will be accessible between the pair of NetScaler MPX appliancesin the DMZ network.
* Multi-factor authentication must be configured for the NetScaler Gateway virtual server.

* The NetScaler Gateway virtual server isintegrated with XenApp/XenDesktop environment.
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* |oad balancing must be deployed for the users from the workspacel ab.com and vendorlab.com domains.

* The logon page must show the workspacelab logo.

* Certificate verification must be performed to identify and extract the username.

* The client certificate must have UserPrincipal Name as a subject.

* All the managed workstations for the workspace users must have a client identifications certificate installed on it.

* The workspacel ab users connecting from a managed workstation with a client certificate on it should be authenticated using
LDAP.

* The workspacel ab users connecting from a workstation without a client certificate should be authenticated using LDAP and
RADIUS.

* The vendorlab users should be authenticated using Active Directory Federation Service.

* The user credentials must NOT be shared between workspacel ab and vendorlab.

* Single Sign-on must be performed between StoreFront and NetScaler Gateway .

* A domain drop down list must be provided if the user connects to the NetScaler Gateway virtual server externaly.

* The domain of the user connecting externally must be identified using the domain selected from the domain drop down list.

On performing the deployment, the architect observes that users are always prompted with two-factor authentication when trying to
assess externally from an unmanaged workstation.

Click the exhibit button to view the configuration.
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> show authentication vserver aaa dmz 001
aaa dmz 001 (19Z2.168.30.131:443) - SSL Type: CONTENT
State: UP
Client Idle Timeout: 180 sec
Down state flush: DISABLED
Disable Primary Vserver On Down : DISABLED
Hetwork profile name: 2272
Appflow logging: ENAELED
Authenticaticn : ON
Device Certificate Check:
Device Certificate CA List:
CGInfra Homepage Redirect :

Current ARR Sessions: 0

Total Connected Users: 0
Dtls = 222 LZConm:

RDP Server Profile Nampga

Max Login At mp“aa
Full; ifisyl do
._X& vy 'rofile name:

ten Policy: HONE
Listen Priority: 0
IcmpResponse: 227
RHIatate: 227

Traffic Domain: 0

LoginSchema Policy Name: LDAF RADIUS Priority: 100

GotoPriocrity Expression: ENWD

Advanced Ruthentication Policy cert—upn Priority: 100
GotoPriority Expression: NEXT

NextFactor name: OnlyLDAP

Advanced Authentication Policy No_ AUTH Priority: 110
GotoPriority Expression: NEXT

NextFactor name: ldap-radius

Advanced RButhentication Policy Name: saml-upn Priority: 120

GotoPriority Expressions: NEXT

Done

What should the architect do to correct this configuration?

* Unbind LoginSchema Policy LDAP_RADIUS from the virtual server.
* Bind the Portal theme as Domaindropdown.

* Bind the LoginSchema Policy Domaindropdown to priority 90.

* Bind the Default LoginSchema Policy as Domaindropdown.
QUESTION 111

Scenario: A Citrix Architect needs to deploy SAML integration between NetScaler (Identity Provider) and ShareFile (Service
Provider). The design requirements for SAML setup are as follows:

* NetScaler must be deployed as the Identity Provider (IDP).
* ShareFile server must be deployed as the SAML Service Provider (SP).

* The users in domain workspacel ab.com must be able to perform Single Sign-on to ShareFile after authenticating at the NetScaler.
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* The User ID must be UserPrincipal Name.

* The User ID and Password must be evaluated by NetScaler against the Active Directory servers SFO-ADS-001 and
SFO-ADS-002.

* After successful authentication, NetScaler creates a SAML Assertion and passes it back to ShareFile.
* Single Sign-on must be performed.

* SHA 1 algorithm must be utilized.

The verification environment details are as follows:

* Domain Name: workspacelab.com

* NetScaler AAA virtual server URL https://auth.workspacelab.com

* ShareFile URL https://sharefile.workspacelab.com

Which SAML IDP action will meet the design requirements?
* add authentication samlldPProfile SAMI-IDP -saml SPCertName Cert_1 -samlldPCertName Cert_2

-assertionConsimerServiceURL & #8220; https://auth.workspacel ab.com/saml | ssueName auth.workspacel ab.com -signatureAlg
RSA-SHA256-digestM ethod SHA 256-encryptAssertion ON

-serviceProviderUD sharefile.workspacelad.com
* add authentication samlldPProfile SAMI-IDP -saml SPCertName Cert_1 -samlldPCertName Cert_2

-assertionConsimerServiceURL https://sharefile.workspacel ab.com/saml/acs& #8221; -saml | ssuerName sharefile.workspacel ab.com
-signatureAlg RSA-SHA 256 -digestM ethod SHA 256 -serviceProvider| D sharefile.workspacelab.com
* add authentication samlldPProfile SAMI-IDP -saml SPCertName Cert_1 -samlldPCertName Cert_2

-assertionConsimerServiceURL https://sharefile.workspacel ab.com/saml/acs& #8221; -samll ssuerName auth.workspacel ab.com
-signatureAlg RSA-SHA 1-digestM ethod SHA1 -encryptAssertion ON

-serviceProviderlD sharefile.workspacel ab.com
* add authentication samlldPProfile SAMI-IDP -saml SPCertName Cert_1 -samlldPCertName Cert_2

-assertionConsimerServiceURL https://sharefile.workspacel ab.com/saml/acs& #8221; -saml | ssuerName sharefile.workspacel ab.com
-signatureAlg RSA-SHA 1 -digestMethod SHA 1 -encryptAssertion ON

-serviceProviderlD sharefile.workspacel ab.com
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