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NO.50 An application is being developed to be used by the HR department of a company on a global scale. The application will be

used as a central repository for employee contracts. For user access, a RADIUS server will be used with authorized user groups.

Which action must be used to prevent developers from accidentally committing secrets in the code?

*  Add dast to the repository to block the secrets

*  Add a unit test to block the secrets

*  Add a job in the CI build to block the secrets

*  Add a precommit Git hook to block the secrets

NO.51 A team is developing an application for end users. The application will use microservices. For user access, dual-factor

authentication will be used. Which type of test must be performed by the CI/CD tool to replicate user behavior and to verity that

various user actions work as expected?

*  Unit

*  End-to-end

*  A/B
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*  sanity

NO.52 

 

 

Refer to the exhibit. A containerized application that leverages a container host VM must be deployed. Drag and drop the events on

the left onto their related steps on the right in order to describe the sequence behind the process.
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Explanation

Calendar Description automatically generated with low confidence

 

 

NO.53 Which type of security testing should be performed as a part of a CI/CD pipeline by analyzing the source code itself without

compiling the code into a running executable?
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*  Dynamic Application Security Testing

*  Runtime Application Health-Protection

*  Continuous Application Security Testing

*  Static Analysis Security Testing

Section: Security

Explanation/Reference:

NO.54 Refer to the exhibit.

 

 

What is the reason for this error message?

*  The required dependencies for the urllib3 module are not installed.

*  The requests module is not installed.

*  The required dependencies for the requests module are not installed.

*  The site-packages directory has been corrupted.

NO.55 Refer to the exhibit.
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What is the user doing with Drone in this automated test?

*  testing Alpine Linux versus Ubuntu Linux

*  testing a PostgreSQL DB against multiple architectures

*  testing only the amd64 architecture

*  testing PostgreSQL deployment in an Alpine Linux VM

NO.56 A company has experienced serious growth and the hosted applications are getting more and more hits. Based on the

increased work load, applications have started to show signs of reduced performance, which is affecting the user experience.

Which two server metrics should be tracked to ensure that the customer experience remains within acceptable limits? (Choose two.)

*  application feature sprawl

*  CPU peak usage

*  CPU average usage

*  microservices count

*  CPU frequency

Section: Packaging and Delivery of Applications

NO.57 Construct an Ansible script to gather information about target routers and then use it to apply no ip redirects to every

interface on each device. Drag and drop the code from the bottom onto the correct location in the exhibit to complete the tasks

section of the Ansible playbook so that it accomplishes your goal.
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NO.58 Fill in the blanks to describe the concepts of extending DevOps practices to the network for NetDevOps.

NetDevOps builds and manages networks as a system that enables network services to be consumed in a DevOps approach.

Organizations practicing NetDevOps see changes in the__________ as routine and expected activities, with a well-defined and

practiced process for_____________, testing, and _____________	 network changes.
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By making them routine, network changes can be small and simple.

*  network designing deploying

NO.59 A new banking application is being developed as the main currency exchange resource for all the customers on a global

scale. The application must comply with the security based on the deployed region. Therefore, the CI/CD pipeline must be created

with the highest security possible.

Which approach accomplishes this goal?

*  Use the same passwords across the entire CI/CD pipeline

*  Give the accounts used in the CI/CD pipeline full administrative rights to all applications

*  Ensure that secrets are not inadvertently passed on during builds for pull requests via CI/CD pipeline

*  Never use one-time passwords in CI/CD pipeline

NO.60 When DevOps practices are integrated into an existing organization, which two characteristics are positive indicators of

DevOps maturity? (Choose two.)

*  mean time between success

*  mean time to recover

*  cone testing

*  change lead time

*  age of codebase

Change lead time is the amount of time it takes for a proposed change to go from the idea phase to being fully deployed in

production. This metric can be used to measure the speed and efficiency with which changes are implemented, which is often

indicative of an organization&#8217;s DevOps maturity. Mean time to recover (MTTR) is the average amount of time it takes to

restore a service or application to its working state when an issue arises. MTTR is an important metric for measuring the resilience

of an organization&#8217;s infrastructure, and is another indicator of DevOps maturity. (Source: Cisco Implementing DevOps

Solutions and Practices using Cisco Platforms (DEVOPS) Study Manual Chapter 1, Understanding DevOps)

NO.61 A team must roll out updates on the production instance of an application. To avoid any service down time, the new version

must be released alongside the old version. After the team ensures that the new version operates as it should, traffic will be

redirected to the new version. Then the old version will be shut down.

Which deployment strategy must be used?

*  rolling

*  blue/green

*  shadow

*  canary

The new version of the application is deployed to one of the environments, and then traffic is gradually shifted to the updated

environment. This strategy allows the team to test the new version before releasing it to the public, ensuring that it is operating as

expected. After the new version is tested and approved, traffic is fully shifted to the new environment and the old environment is

shut down.

NO.62 What is a capability of node-level logging in Kubernetes?

*  Using the local logging driver of Docker enables log persistence

*  Using the Kubernetes JSON logging driver enables log persistence

*  Output that is written to stderr is not logged or retrievable by using kubectl

*  Output that is written to stdin is retrieved by using kubectl

NO.63 A DevOps engineer must validate the working state of the network before implementing a CI/CD pipeline model. Which

configuration management tool is designed to accomplish this?

*  Jenkins
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*  Genie CLI

*  Travis CI

*  Python YAML data libraries

NO.64 Construct an Ansible script to gather information about target routers and then use it to apply no ip redirects to every

interface on each device. Drag and drop the code from the bottom onto the correct location in the exhibit to complete the tasks

section of the Ansible playbook so that it accomplishes your goal.
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Cisco 300-910 exam is a challenging test that requires significant preparation and hands-on experience. Candidates must be

proficient in programming languages, such as Python and JavaScript, and have a solid understanding of DevOps principles and

practices. 300-910 exam comprises of 60-70 questions and is 90 minutes long. Candidates must score at least 825 points to pass the

exam.
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